
Course Title: Software Testing    MCA-602-CR 

UNIT III 

Verification and Validation 
Software testing is one element of a broader topic that is often referred to as 

verification and validation (V&V). Verification refers to the set of tasks that ensure 

that software correctly implements a specific function. Validation refers to a 

different set of tasks that ensure that the software that has been built is traceable to 

customer requirements. Boehm [Boe81] states this another way: 

Verification: “Are we building the product right?” 

Validation: “Are we building the right product?” 

The definition of V&V encompasses many software quality assurance activities   

Verification and validation includes a wide array of SQA activities: technical 

reviews, quality and configuration audits, performance monitoring, simulation, 

feasibility study, documentation review, database review, algorithm analysis, 

development testing, usability testing, qualification testing, acceptance testing, and 

installation testing. Although testing plays an extremely important role in V&V, 

many other activities are also necessary. 

Testing does provide the last bastion from which quality can be assessed and, more 

pragmatically, errors can be uncovered. But testing should not be viewed as a 

safety net. As they say, “You can’t test in quality. If it’s not there before you begin 

testing, it won’t be there when you’re finished testing.” Quality is incorporated into 

software throughout the process of software engineering. Proper application of 

methods and tools, effective technical reviews, and solid management and 

measurement all lead to quality that is confirmed during testing. 

Miller [Mil77] relates software testing to quality assurance by stating that “the 

underlying motivation of program testing is to affirm software quality with 

methods that can be economically and effectively applied to both large-scale and 

small-scale systems.” 

 

TEST STRATEGIES FOR CONVENTIONAL 

SOFTWARE 

There are many strategies that can be used to test software. At one extreme, you 

can wait until the system is fully constructed and then conduct tests on the overall 

system in hopes of finding errors. This approach, although appealing, simply does 

not work. It will result in buggy software that disappoints all stakeholders. At the 



other extreme, you could conduct tests on a daily basis, whenever any part of the 

system is constructed. This approach, although less appealing to many, can be very 

effective. 

Unfortunately, some software developers hesitate to use it. What to do? A testing 

strategy that is chosen by most software teams falls between the two extremes. It 

takes an incremental view of testing, beginning with the testing of individual 

program units, moving to tests designed to facilitate the integration of the units, 

and culminating with tests that exercise the constructed system. Each of these 

classes of tests is described in the sections that follow. 

 

Unit Testing 
Unit testing focuses verification effort on the smallest unit of software design—the 

software component or module. Using the component-level design description as a 

 
guide, important control paths are tested to uncover errors within the boundary of 

the module. The relative complexity of tests and the errors those tests uncover is 

limited by the constrained scope established for unit testing. The unit test focuses 

on the internal processing logic and data structures within the boundaries of a 

component. This type of testing can be conducted in parallel for multiple 

components. 

Unit-test considerations. Unit tests are illustrated schematically in Figure 17.3. 

The module interface is tested to ensure that information properly flows into and 

out of the program unit under test. Local data structures are examined to ensure 

that data stored temporarily maintains its integrity during all steps in an 

algorithm’s execution. All independent paths through the control structure are 

exercised to ensure that all statements in a module have been executed at least 



once. Boundary conditions are tested to ensure that the module operates properly at 

boundaries established to limit or restrict processing. And finally, all error-

handling paths are tested. 

Data flow across a component interface is tested before any other testing is 

initiated. If data do not enter and exit properly, all other tests are moot. In addition, 

local data structures should be exercised and the local impact on global data should 

be ascertained (if possible) during unit testing. 

Selective testing of execution paths is an essential task during the unit test. Test 

cases should be designed to uncover errors due to erroneous computations, 

incorrect comparisons, or improper control flow. Boundary testing is one of the 

most important unit testing tasks. Software often fails at its boundaries. That is, 

errors often occur when the nth element of an n-dimensional array is processed, 

when the ith repetition of a loop with i passes is invoked, when the maximum or 

minimum allowable value is encountered. Test cases that exercise data structure, 

control flow, and data values just below, at, and just above maxima and minima are 

very likely to uncover errors. 

Unit-test procedures. Unit testing is normally considered as an adjunct to the 

coding step. The design of unit tests can occur before coding begins or after source 

code has been generated. A review of design information provides guidance for 

establishing test cases that are likely to uncover errors in each of the categories 

discussed earlier. Each test case should be coupled with a set of expected results. 

Because a component is not a stand-alone program, driver and/or stub software 

must often be developed for each unit test. In most applications a driver is nothing 

more than a “main program” that accepts test case data, passes such data to the 

component (to be tested), and prints relevant results. Stubs serve to replace 

modules that are subordinate (invoked by) the component to be tested. A stub or 

“dummy subprogram” uses the subordinate module’s interface, may do minimal 

data manipulation, prints verification of entry, and returns control to the module 

undergoing testing. 

Drivers and stubs represent testing “overhead.” That is, both are software that must 

be written (formal design is not commonly applied) but that is not delivered with 

the final software product. If drivers and stubs are kept simple, actual overhead is 

relatively low. Unfortunately, many components cannot be adequately unit tested 

with “simple” overhead software. In such cases, complete testing can be postponed 

until the integration test step (where drivers or stubs are also used). Unit testing is 

simplified when a component with high cohesion is designed. When only one 

function is addressed by a component, the number of test cases is reduced and 

errors can be more easily predicted and uncovered. 

 

 



 

 

Integration Testing 
A neophyte in the software world might ask a seemingly legitimate question once 

all modules have been unit tested: “If they all work individually, why do you doubt 

that they’ll work when we put them together?” The problem, of course, is “putting 

them together”—interfacing. Data can be lost across an interface; one component 

can have an inadvertent, adverse effect on another; subfunctions, when combined, 

may not produce the desired major function; individually acceptable imprecision 

may be magnified to unacceptable levels; global data structures can present 

problems. Sadly, the list goes on and on. 

Integration testing is a systematic technique for constructing the software 

architecture while at the same time conducting tests to uncover errors associated 

with interfacing. The objective is to take unit-tested components and build a 

program structure that has been dictated by design. There is often a tendency to 

attempt nonincremental integration; that is, to construct the program using a “big 

bang” approach. All components are combined in advance. The entire program is 

tested as a whole. And chaos usually results! A set of errors is encountered.  

 

Correction is difficult because isolation of causes is complicated by the vast 

expanse of the entire program. Once these errors are corrected, new ones appear 

and the process continues in a seemingly endless loop. Incremental integration is 

the antithesis of the big bang approach. The program is constructed and tested in 

small increments, where errors are easier to isolate and correct; interfaces are more 

likely to be tested completely; and a systematic test approach may be applied. In 

the paragraphs that follow, a number of different incremental integration strategies 

are discussed. 

 

Top-down integration. Top-down integration testing is an incremental approach 

to construction of the software architecture. Modules are integrated by moving 

(main program). Modules subordinate (and ultimately subordinate) to the main 

control module are incorporated into the structure in either a depth-first or breadth-

first manner. Referring to Figure 17.5, depth-first integration integrates all 

components on a major control path of the program structure. Selection of a major 

path is somewhat arbitrary and depends on application-specific characteristics. For 

example, selecting the left-hand path, components M1, M2 , M5 would be 

integrated first. Next, M8 or (if necessary for proper functioning of M2) M6 would 

be integrated. downward through the control hierarchy, beginning with the main 



control module 

 

Then, the central and right-hand control paths are built. Breadth-first integration 

incorporates all components directly subordinate at each level, moving across the 

structure horizontally. From the figure, components M2, M3, and M4 would be 

integrated first. The next control level, M5, M6, and so on, follows. The integration 

process is performed in a series of five steps: 

1. The main control module is used as a test driver and stubs are substituted for all 

components directly subordinate to the main control module. 

2. Depending on the integration approach selected (i.e., depth or breadth first), 

subordinate stubs are replaced one at a time with actual components. 

3. Tests are conducted as each component is integrated. 

4. On completion of each set of tests, another stub is replaced with the real 

component. 

5. Regression testing (discussed later in this section) may be conducted to ensure 

that new errors have not been introduced. 

The process continues from step 2 until the entire program structure is built. The 

top-down integration strategy verifies major control or decision points early in the 

test process. In a “well-factored” program structure, decision making occurs at 

upper levels in the hierarchy and is therefore encountered first. If major control 

problems do exist, early recognition is essential. If depth-first integration is 

selected, a complete function of the software may be implemented and 

demonstrated. Early demonstration of functional capability is a confidence builder 

for all stakeholders. 



Bottom-up integration. Bottom-up integration testing, as its name implies, begins 

construction and testing with atomic modules (i.e., components at the lowest levels 

in the program structure). Because components are integrated from the bottom up, 

the functionality provided by components subordinate to a given level is always 

available and the need for stubs is eliminated. A bottom-up integration strategy 

may be implemented with the following steps: 

1. Low-level components are combined into clusters (sometimes called builds) that 

perform a specific software subfunction. 

2. A driver (a control program for testing) is written to coordinate test case input 

and output. 

3. The cluster is tested. 

4. Drivers are removed and clusters are combined moving upward in the program 

structure. 

 

Unit Testing in the OO Context 
When object-oriented software is considered, the concept of the unit changes. 

Encapsulation drives the definition of classes and objects. This means that each 

class and each instance of a class packages attributes (data) and the operations that 

manipulate these data. An encapsulated class is usually the focus of unit testing. 

However, operations (methods) within the class are the smallest testable units. 

Because a class can contain a number of different operations, and a particular 

operation may exist as part of a number of different classes, the tactics applied to 

unit testing must change. 

You can no longer test a single operation in isolation (the conventional view of 

unit testing) but rather as part of a class. To illustrate, consider a class hierarchy in 

which an operation X is defined for the superclass and is inherited by a number of 

subclasses. Each subclass uses operation X, but it is applied within the context of 

the private attributes and operations that have been defined for the subclass. 

Because the context in which operation X is used varies in subtle ways, it is 

necessary to test operation X in the context of each of the subclasses. This means 

that testing operation X in a stand-alone fashion (the conventional unit-testing 

approach) is usually ineffective in the object-oriented context. Integration Testing 

in the OO Context Because object-oriented software does not have an obvious 

hierarchical control structure, traditional top-down and bottom-up integration 

strategies have little meaning. In addition, integrating operations one at a time into 

a class (the conventional incremental integration approach) is often impossible 

because of the “direct and indirect interactions of the components that make up the 

class” [Ber93]. 



There are two different strategies for integration testing of OO systems [Bin94b]. 

The first, thread-based testing, integrates the set of classes required to respond to 

one input or event for the system. Each thread is integrated and tested individually. 

Regression testing is applied to ensure that no side effects occur. The second 

integration approach, use-based testing, begins the construction of the system by 

testing those classes (called independent classes) that use very few (if any) server 

classes. After the independent classes are tested, the next layer of classes, called 

dependent classes, that use the independent classes are tested. This sequence of 

testing layers of dependent classes continues until the entire system is constructed. 

The use of drivers and stubs also changes when integration testing of OO systems 

is conducted. Drivers can be used to test operations at the lowest level and for the 

testing of whole groups of classes. A driver can also be used to replace the user 

interface so that tests of system functionality can be conducted prior to 

implementation of the interface. Stubs can be used in situations in which 

collaboration between classes is required but one or more of the collaborating 

classes has not yet been fully implemented. 

Cluster testing is one step in the integration testing of OO software. Here, a cluster 

of collaborating classes (determined by examining the CRC and object-relationship 

model) is exercised by designing test cases that attempt to uncover errors in the 

collaborations. 

 

VALIDATION TESTING 

Validation testing begins at the culmination of integration testing, when individual 

components have been exercised, the software is completely assembled as a 

package, and interfacing errors have been uncovered and corrected. At the 

validation or system level, the distinction between conventional software, object-

oriented software, and WebApps disappears. Testing focuses on user-visible 

actions and user-recognizable output from the system. 

Validation can be defined in many ways, but a simple (albeit harsh) definition is 

that validation succeeds when software functions in a manner that can be 

reasonably expected by the customer. At this point a battle-hardened software 

developer might protest: “Who or what is the arbiter of reasonable expectations?” 

If a Software Requirements Specification has been developed, it describes all user-

visible attributes of the software and contains a Validation Criteria section that 

forms the basis for a validation-testing approach. 

 

Validation-Test Criteria 

Software validation is achieved through a series of tests that demonstrate 

conformity with requirements. A test plan outlines the classes of tests to be 



conducted, and a test procedure defines specific test cases that are designed to 

ensure that all functional requirements are satisfied, all behavioral characteristics 

are achieved, all content is accurate and properly presented, all performance 

requirements are attained, documentation is correct, and usability and other 

requirements are met (e.g., transportability, compatibility, error recovery, 

maintainability). 

After each validation test case has been conducted, one of two possible conditions 

exists: (1) The function or performance characteristic conforms to specification 

and is accepted or (2) a deviation from specification is uncovered and a deficiency 

list is created. Deviations or errors discovered at this stage in a project can rarely 

be corrected prior to scheduled delivery. It is often necessary to negotiate with the 

customer to establish a method for resolving deficiencies. 

 

Alpha and Beta Testing 

It is virtually impossible for a software developer to foresee how the customer will 

really use a program. Instructions for use may be misinterpreted; strange 

combinations of data may be regularly used; output that seemed clear to the tester 

may be unintelligible to a user in the field. When custom software is built for one 

customer, a series of acceptance tests are conducted to enable the customer to 

validate all requirements. Conducted by the end user rather than software 

engineers, an acceptance test can range from an informal “test drive” to a planned 

and systematically executed series of tests. In fact, acceptance testing can be 

conducted over a period of weeks or months, thereby uncovering cumulative errors 

that might degrade the system over time. 

If software is developed as a product to be used by many customers, it is 

impractical to perform formal acceptance tests with each one. Most software 

product builders use a process called alpha and beta testing to uncover errors that 

only the end user seems able to find. 

The alpha test is conducted at the developer’s site by a representative group of end 

users. The software is used in a natural setting with the developer “looking over the 

shoulder” of the users and recording errors and usage problems. Alpha tests are 

conducted in a controlled environment. 

The beta test is conducted at one or more end-user sites. Unlike alpha testing, the 

developer generally is not present. Therefore, the beta test is a “live” application of 

the software in an environment that cannot be controlled by the developer. The 

customer records all problems (real or imagined) that are encountered during beta 

testing and reports these to the developer at regular intervals. As a result of 

problems reported during beta tests, you make modifications and then prepare for 

release of the software product to the entire customer base. 



A variation on beta testing, called customer acceptance testing, is sometimes 

performed when custom software is delivered to a customer under contract. The 

customer performs a series of specific tests in an attempt to uncover errors before 

accepting the software from the developer. In some cases (e.g., a major corporate 

or governmental system) acceptance testing can be very formal and encompass 

many days or even weeks of testing. 

 

SYSTEM TESTING 

At the beginning of this book, I stressed the fact that software is only one element 

of a larger computer-based system. Ultimately, software is incorporated with other 

system elements (e.g., hardware, people, information), and a series of system 

integration and validation tests are conducted. These tests fall outside the scope of 

the software process and are not conducted solely by software engineers. However, 

steps taken during software design and testing can greatly improve the probability 

of successful software integration in the larger system. A classic system-testing 

problem is “finger pointing.” This occurs when an error is uncovered, and the 

developers of different system elements blame each other for the problem. Rather 

than indulging in such nonsense, you should anticipate potential interfacing 

problems and (1) design error-handling paths that test all information coming from 

other elements of the system, (2) conduct a series of tests that simulate bad data or 

other potential errors at the software interface, (3) record the results of tests to use 

as “evidence” if finger pointing does occur, and (4) participate in planning and 

design of system tests to ensure that software is adequately tested. 

 

System testing is actually a series of different tests whose primary purpose is to 

fully exercise the computer-based system. Although each test has a different 

purpose, all work to verify that system elements have been properly integrated and 

perform allocated functions. In the sections that follow, I discuss the types of 

system tests that are worthwhile for software-based systems. 

 

Recovery Testing 

Many computer-based systems must recover from faults and resume processing 

with little or no downtime. In some cases, a system must be fault tolerant; that is, 

processing faults must not cause overall system function to cease. In other cases, a 

system failure must be corrected within a specified period of time or severe 

economic damage will occur. 

Recovery testing is a system test that forces the software to fail in a variety of ways 

and verifies that recovery is properly performed. If recovery is automatic 

(performed by the system itself), reinitialization, checkpointing mechanisms, data 



recovery, and restart are evaluated for correctness. If recovery requires human 

intervention, the mean-time-to-repair (MTTR) is evaluated to determine whether it 

is within acceptable limits. 

 

Security Testing 

Any computer-based system that manages sensitive information or causes actions 

that can improperly harm (or benefit) individuals is a target for improper or illegal 

penetration. Penetration spans a broad range of activities: hackers who attempt to 

penetrate systems for sport, disgruntled employees who attempt to penetrate for 

revenge, dishonest individuals who attempt to penetrate for illicit personal gain. 

Security testing attempts to verify that protection mechanisms built into a system 

will, in fact, protect it from improper penetration. To quote Beizer [Bei84]: “The 

system’s security must, of course, be tested for invulnerability from frontal 

attack—but must also be tested for invulnerability from flank or rear attack.” 

 

During security testing, the tester plays the role(s) of the individual who desires to 

penetrate the system. Anything goes! The tester may attempt to acquire passwords 

through external clerical means; may attack the system with custom software 

designed to break down any defenses that have been constructed; may overwhelm 

the system, thereby denying service to others; may purposely cause system errors, 

hoping to penetrate during recovery; may browse through insecure data, hoping to 

find the key to system entry. Given enough time and resources, good security 

testing will ultimately penetrate a system. The role of the system designer is to 

make penetration cost more than the value of the information that will be obtained. 

 

Stress Testing 

Earlier software testing steps resulted in thorough evaluation of normal program 

functions and performance. Stress tests are designed to confront programs with 

abnormal situations. In essence, the tester who performs stress testing asks: “How 

high can we crank this up before it fails?” Stress testing executes a system in a 

manner that demands resources in abnormal quantity, frequency, or volume. For 

example, (1) special tests may be designed that generate ten interrupts per second, 

when one or two is the average rate, (2) input data rates may be increased by an 

order of magnitude to determine how input functions will respond, (3) test cases 

that require maximum memory or other resources are executed, (4) test cases that 

may cause thrashing in a virtual operating system are designed, (5) test cases that 

may cause excessive hunting for disk-resident data are created. Essentially, the 

tester attempts to break the program. A variation of stress testing is a technique 

called sensitivity testing. In some situations (the most common occur in 

mathematical algorithms), a very small range of data contained within the bounds 



of valid data for a program may cause extreme and even erroneous processing or 

profound performance degradation. Sensitivity testing attempts to uncover data 

combinations within valid input classes that may cause instability or improper 

processing. 

 

Performance Testing 

 

For real-time and embedded systems, software that provides required function but 

does not conform to performance requirements is unacceptable. Performance 

testing is designed to test the run-time performance of software within the context 

of an integrated system. Performance testing occurs throughout all steps in the 

testing process. Even at the unit level, the performance of an individual module 

may be assessed as tests are conducted. However, it is not until all system elements 

are fully integrated that the true performance of a system can be ascertained. 

Performance tests are often coupled with stress testing and usually require both 

hardware and software instrumentation. That is, it is often necessary to measure 

resource utilization (e.g., processor cycles) in an exacting fashion. External 

instrumentation can monitor execution intervals, log events (e.g., interrupts) as 

they occur, and sample machine states on a regular basis. By instrumenting a 

system, the tester can uncover situations that lead to degradation and possible 

system failure. 

 

METRICS FOR SOURCE CODE 

Halstead’s theory of “software science” [Hal77] proposed the first analytical 

“laws” for computer software.14 Halstead assigned quantitative laws to the 

development of computer software, using a set of primitive measures that may be 

derived after code is generated or estimated once design is complete. The measures 

are: 

n1 _ number of distinct operators that appear in a program 

n2 _ number of distinct operands that appear in a program 

N1 _ total number of operator occurrences 

N2 _ total number of operand occurrences 

Halstead uses these primitive measures to develop expressions for the overall 

program length, potential minimum volume for an algorithm, the actual volume 

(number of bits required to specify a program), the program level (a measure of 

software complexity), the language level (a constant for a given language), and 

other features such as development effort, development time, and even the 

projected number of faults in the software. 



Halstead shows that length N can be estimated 

 

 
and program volume may be defined 

 
 

It should be noted that V will vary with programming language and represents the 

volume of information (in bits) required to specify a program. Theoretically, a 

minimum volume must exist for a particular algorithm. Halstead defines a volume 

ratio L as the ratio of volume of the most compact form of a program to the volume 

of the actual program. In actuality, L must always be less than 1. In terms of 

primitive measures, the volume ratio may be expressed as 

 

 
Halstead’s work is amenable to experimental verification and a large body of 

research has been conducted to investigate software science. A discussion of this 

work is beyond the scope of this book. For further information, see [Zus90], 

[Fen91], and [Zus97]. 

 

METRICS FOR TESTING 

Although much has been written on software metrics for testing (e.g., [Het93]), the 

majority of metrics proposed focus on the process of testing, not the technical 

characteristics of the tests themselves. In general, testers must rely on analysis, 

design, and code metrics to guide them in the design and execution of test cases. 

Architectural design metrics provide information on the ease or difficulty 

associated with integration testing  and the need for specialized testing software 

(e.g., stubs and drivers). Cyclomatic complexity (a component-level design metric) 

lies at the core of basis path testing, a test-case design method presented in. In 

addition, cyclomatic complexity can be used to target modules as candidates for 

extensive unit testing. Modules with high cyclomatic complexity are more likely to 

be error prone than modules whose cyclomatic complexity is lower. For this 

reason, you should expend above average effort to uncover errors in such modules 

before they are integrated in a system. 

 

 

 

 



The Debugging Process 

Debugging is not testing but often occurs as a consequence of testing. The 

debugging process begins with the execution of a test case. Results are assessed 

and a lack of correspondence between expected and actual performance is 

encountered. In many cases, the noncorresponding data are a symptom of an 

underlying cause as yet hidden. The debugging process attempts to match 

symptom with cause, thereby leading to error correction. 

The debugging process will usually have one of two outcomes: (1) the cause will 

be found and corrected or (2) the cause will not be found. In the latter case, the 

person performing debugging may suspect a cause, design a test case to help 

validate that suspicion, and work toward error correction in an iterative fashion. 

few characteristics of bugs provide some clues: 

1. The symptom and the cause may be geographically remote. That is, the 

symptom may appear in one part of a program, while the cause may actually be 

located at a site that is far removed. Highly coupled components exacerbate this 

situation. 

2. The symptom may disappear (temporarily) when another error is corrected. 

3. The symptom may actually be caused by nonerrors (e.g., round-off 

inaccuracies). 

4. The symptom may be caused by human error that is not easily traced. 

5. The symptom may be a result of timing problems, rather than processing 

problems. 

6. It may be difficult to accurately reproduce input conditions (e.g., a real-time 

application in which input ordering is indeterminate). 

7. The symptom may be intermittent. This is particularly common in embedded 

systems that couple hardware and software inextricably. 

8. The symptom may be due to causes that are distributed across a number of tasks 

running on different processors. 

During debugging, you’ll encounter errors that range from mildly annoying (e.g., 

an incorrect output format) to catastrophic (e.g., the system fails, causing serious 

economic or physical damage). As the consequences of an error increase, the 

amount of pressure to find the cause also increases. Often, pressure forces some 

software developers to fix one error and at the same time introduce two more  

 

 

 



Debugging Strategies 
Regardless of the approach that is taken, debugging has one overriding objective—    

to find and correct the cause of a software error or defect. The objective is realized 

by a combination of systematic evaluation, intuition, and luck. Bradley [Bra85] 

describes the debugging approach in this way: 

Debugging is a straightforward application of the scientific method that has been 

developed over 2,500 years. The basis of debugging is to locate the problem’s 

source [the cause] by binary partitioning, through working hypotheses that predict 

new values to be examined. 

Take a simple non-software example: A lamp in my house does not work. If 

nothing in the house works, the cause must be in the main circuit breaker or 

outside; I look around to see whether the neighborhood is blacked out. I plug the 

suspect lamp into a working socket and a working appliance into the suspect 

circuit. So goes the alternation of hypothesis and test. 

In general, three debugging strategies have been proposed [Mye79]: (1) brute 

force, (2) backtracking, and (3) cause elimination. Each of these strategies can be 

conducted manually, but modern debugging tools can make the process much more 

effective. 

 

SOFTWARE TESTING FUNDAMENTALS 

The goal of testing is to find errors, and a good test is one that has a high 

probability of finding an error. Therefore, you should design and implement a 

computerbased system or a product with “testability” in mind. At the same time, 

the tests themselves must exhibit a set of characteristics that achieve the goal of 

finding the most errors with a minimum of effort. 

Testability. James Bach1 provides the following definition for testability: 

Software testability is simply how easily [a computer program] can be tested.” The 

following characteristics lead to testable software. 

Operability. “The better it works, the more efficiently it can be tested.” If a system 

is designed and implemented with quality in mind, relatively few bugs will block 

the execution of tests, allowing testing to progress without fits and starts. 

Observability. “What you see is what you test.” Inputs provided as part of testing 

produce distinct outputs. System states and variables are visible or queriable during 

execution. Incorrect output is easily identified. Internal errors are automatically 

detected and reported. Source code is accessible. 

Controllability. “The better we can control the software, the more the testing can 

be automated and optimized.” All possible outputs can be generated through some 

combination of input, and I/O formats are consistent and structured. All code is 

executable through some combination of input. Software and hardware states and 



variables can be controlled directly by the test engineer. Tests can be conveniently 

specified, automated, and reproduced. 

Decomposability. “By controlling the scope of testing, we can more quickly 

isolate problems and perform smarter retesting.” The software system is built from 

independent modules that can be tested independently. 

Simplicity. “The less there is to test, the more quickly we can test it.” The program 

should exhibit functional simplicity (e.g., the feature set is the minimum necessary 

to meet requirements); structural simplicity (e.g., architecture is modularized to 

limit the propagation of faults), and code simplicity (e.g., a coding standard is 

adopted for ease of inspection and maintenance). 

Stability. “The fewer the changes, the fewer the disruptions to testing.” Changes to 

the software are infrequent, controlled when they do occur, and do not invalidate 

existing tests. The software recovers well from failures. 

Understandability. “The more information we have, the smarter we will test.” 

The architectural design and the dependencies between internal, external, and 

shared components are well understood. Technical documentation is instantly 

accessible, well organized, specific and detailed, and accurate. Changes to the 

design are communicated to testers. 

 

WHITE-BOX TESTING 

White-box testing, sometimes called glass-box testing, is a test-case design 

philosophy that uses the control structure described as part of component-level 

design to derive test cases. Using white-box testing methods, you can derive test 

cases that (1) guarantee that all independent paths within a module have been 

exercised at least once, (2) exercise all logical decisions on their true and false 

sides, (3) execute all loops at their boundaries and within their operational bounds, 

and (4) exercise internal data structures to ensure their validity. 

 

BASIS PATH TESTING 

Basis path testing is a white-box testing technique first proposed by Tom McCabe 

[McC76]. The basis path method enables the test-case designer to derive a logical 

complexity measure of a procedural design and use this measure as a guide for 

defining a basis set of execution paths. Test cases derived to exercise the basis set 

are guaranteed to execute every statement in the program at least one time during 

testing 

 

Flow Graph Notation 

Before we consider the basis path method, a simple notation for the representation 



of control flow, called a flow graph (or program graph) must be introduced. The 

flow graph depicts logical control flow using the notation illustrated in Figure 18.1. 

Each structured construct (Chapter 10) has a corresponding flow graph symbol. 

 

 

To illustrate the use of a flow graph, consider the procedural design representation 

in Figure 18.2a. Here, a flowchart is used to depict program control structure. 

Figure 18.2b maps the flowchart into a corresponding flow graph (assuming that 

no compound conditions are contained in the decision diamonds of the flowchart). 

Referring to Figure 18.2b, each circle, called a flow graph node, represents one or 

more procedural statements. A sequence of process boxes and a decision diamond 

can map into a single node. The arrows on the flow graph, called edges or links, 

represent flow of control and are analogous to flowchart arrows. An edge must 

terminate at a node, even if the node does not represent any procedural statements 

(e.g., see the flow graph symbol for the if-then-else construct). Areas bounded by 

edges and nodes are called regions. When counting regions, we include the area 

outside the graph as a region 



 

 

When compound conditions are encountered in a procedural design, the generation 

of a flow graph becomes slightly more complicated. A compound condition occurs 

when one or more Boolean operators (logical OR, AND, NAND, NOR) is present 

in a conditional statement. Referring to Figure 18.3, the program design language 

(PDL) segment translates into the flow graph shown. Note that a separate node is 

created for each of the conditions a and b in the statement IF a OR b. Each node 

that contains a condition is called a predicate node and is characterized by two or 

more edges emanating from it. 

 

Independent Program Paths 

An independent path is any path through the program that introduces at least one 



new set of processing statements or a new condition. When stated in terms of a 

flow graph, an independent path must move along at least one edge that has not 

been traversed before the path is defined. For example, a set of independent paths 

for the flow graph illustrated in Figure 18.2b is 

Path 1: 1-11 

Path 2: 1-2-3-4-5-10-1-11 

Path 3: 1-2-3-6-8-9-10-1-11 

Path 4: 1-2-3-6-7-9-10-1-11 

Note that each new path introduces a new edge. The path 

1-2-3-4-5-10-1-2-3-6-8-9-10-1-11 

is not considered to be an independent path because it is simply a combination of 

already specified paths and does not traverse any new edges. Paths 1 through 4 

constitute a basis set for the flow graph in Figure 18.2b. That is, if you can design 

tests to force execution of these paths (a basis set), every statement in the program 

will have been guaranteed to be executed at least one time and every condition will 

have been executed on its true and false sides. It should be noted that the basis set 

is not unique. In fact, a number of different basis sets can be derived for a given 

procedural design. 

How do you know how many paths to look for? The computation of cyclomatic 

complexity provides the answer. Cyclomatic complexity is a software metric that 

provides a quantitative measure of the logical complexity of a program. When used 

in the context of the basis path testing method, the value computed for cyclomatic 

complexity defines the number of independent paths in the basis set of a program 

and provides you with an upper bound for the number of tests that must be 

conducted to ensure that all statements have been executed at least once. 

 

Graph Matrices 

The procedure for deriving the flow graph and even determining a set of basis 

paths is amenable to mechanization. A data structure, called a graph matrix, can be 

quite useful for developing a software tool that assists in basis path testing. A 

graph matrix is a square matrix whose size (i.e., number of rows and columns) is 

equal to the number of nodes on the flow graph. Each row and column corresponds 

to an identified node, and matrix entries correspond to connections (an edge) 

between nodes. A simple example of a flow graph and its corresponding graph 

matrix [Bei90] is shown in Figure 18.6. 



 

 

Referring to the figure, each node on the flow graph is identified by numbers, 

while each edge is identified by letters. A letter entry is made in the matrix to 

correspond to a connection between two nodes. For example, node 3 is connected 

to node 4 by edge b. To this point, the graph matrix is nothing more than a tabular 

representation of a flow graph. However, by adding a link weight to each matrix 

entry, the graph matrix can become a powerful tool for evaluating program control 

structure during testing. 

The link weight provides additional information about control flow. In its simplest 

form, the link weight is 1 (a connection exists) or 0 (a connection does not exist). 

But link weights can be assigned other, more interesting properties: 

• The probability that a link (edge) will be execute. 

• The processing time expended during traversal of a link 

• The memory required during traversal of a link 

• The resources required during traversal of a link. 

Beizer [Bei90] provides a thorough treatment of additional mathematical 

algorithms that can be applied to graph matrices. Using these techniques, the 

analysis required to design test cases can be partially or fully automated. 

 

CONTROL STRUCTURE TESTING 

The basis path testing technique described in Section 18.4 is one of a number of 

techniques for control structure testing. Although basis path testing is simple and 

highly effective, it is not sufficient in itself. In this section, other variations on 

control structure testing are discussed. These broaden testing coverage and 

improve the quality of white-box testing. 



Condition Testing 

Condition testing [Tai89] is a test-case design method that exercises the logical 

conditions contained in a program module. A simple condition is a Boolean 

variable or a relational expression, possibly preceded with one NOT (¬) operator. 

A relational expression takes the form 

E1 <relational-operator> E2 

where E1 and E2 are arithmetic expressions. A compound condition is composed 

of two or more simple conditions, Boolean operators, and parentheses. We assume 

that Boolean operators allowed in a compound condition include OR (_), AND 

(&), and NOT (¬). A condition without relational expressions is referred to as a 

Boolean expression. If a condition is incorrect, then at least one component of the 

condition is incorrect. Therefore, types of errors in a condition include Boolean 

operator errors (incorrect/missing/extra Boolean operators), Boolean variable 

errors, Boolean parenthesis errors, relational operator errors, and arithmetic 

expression errors. The condition testing method focuses on testing each condition 

in the program to ensure that it does not contain errors. 

 

Data Flow Testing 

The data flow testing method [Fra93] selects test paths of a program according to 

the locations of definitions and uses of variables in the program. To illustrate the 

data flow testing approach, assume that each statement in a program is assigned a 

unique statement number and that each function does not modify its parameters or 

global variables. For a statement with S as its statement number, 

DEF(S) _ {X | statement S contains a definition of X} 

USE(S) _ {X | statement S contains a use of X} 

If statement S is an if or loop statement, its DEF set is empty and its USE set is 

based on the condition of statement S. The definition of variable X at statement S 

is said to be live at statement S’ if there exists a path from statement S to statement 

S’ that contains no other definition of X. 

A definition-use (DU) chain of variable X is of the form [X, S, S’], where S and S’ 

are statement numbers, X is in DEF(S) and USE(S’), and the definition of X in 

statement S is live at statement S’. One simple data flow testing strategy is to 

require that every DU chain be covered at least once. We refer to this strategy as 

the DU testing strategy. It has been shown that DU testing does not guarantee the 

coverage of all branches of a program. However, a branch is not guaranteed to be 

covered by DU testing only in rare situations such as if-then-else constructs in 

which the then part has no definition of any variable and the else part does not 

exist. In this situation, the else branch of the if statement is not necessarily covered 

by DU testing. 



Loop Testing 

Loops are the cornerstone for the vast majority of all algorithms implemented in 

software. And yet, we often pay them little heed while conducting software tests. 

Loop testing is a white-box testing technique that focuses exclusively on the 

validity of loop constructs. Four different classes of loops [Bei90] can be defined: 

simple loops, concatenated loops, nested loops, and unstructured loops Simple 

loops. The following set of tests can be applied to simple loops, where n is the 

maximum number of allowable passes through the loop. 

1. Skip the loop entirely. 

2. Only one pass through the loop. 

3. Two passes through the loop. 

4. m passes through the loop where m _ n. 

5. n _ 1, n, n _ 1 passes through the loop. 

 

Nested loops. If we were to extend the test approach for simple loops to nested 

loops, the number of possible tests would grow geometrically as the level of 

nesting increases. This would result in an impractical number of tests. Beizer 

[Bei90] suggests an approach that will help to reduce the number of tests: 

1. Start at the innermost loop. Set all other loops to minimum values. 

2. Conduct simple loop tests for the innermost loop while holding the outer loops 

at their minimum iteration parameter (e.g., loop counter) values. Add other tests 

for out-of-range or excluded values. 

3. Work outward, conducting tests for the next loop, but keeping all other outer 

loops at minimum values and other nested loops to “typical” values. 

4. Continue until all loops have been tested. 

Concatenated loops. Concatenated loops can be tested using the approach defined 

for simple loops, if each of the loops is independent of the other. However, if two 

loops are concatenated and the loop counter for loop 1 is used as the initial value 

for loop 2, then the loops are not independent. When the loops are not independent, 

the approach applied to nested loops is recommended. 

Unstructured loops. Whenever possible, this class of loops should be redesigned 

to reflect the use of the structured programming constructs 
 

BLACK-BOX TESTING 

Black-box testing, also called behavioral testing, focuses on the functional 

requirements of the software. That is, black-box testing techniques enable you to 

derive sets of input conditions that will fully exercise all functional requirements 



for a program. Black-box testing is not an alternative to white-box techniques. 

Rather, it is a complementary approach that is likely to uncover a different class of 

errors than whitebox methods. 

Black-box testing attempts to find errors in the following categories: (1) incorrect 

or missing functions, (2) interface errors, (3) errors in data structures or external 

database access, (4) behavior or performance errors, and (5) initialization and 

termination errors. 

Unlike white-box testing, which is performed early in the testing process, blackbox 

testing tends to be applied during later stages of testing (see Chapter 17). Because 

black-box testing purposely disregards control structure, attention is focused on the 

information domain. Tests are designed to answer the following questions: 

• How is functional validity tested? 

• How are system behavior and performance tested? 

• What classes of input will make good test cases? 

• Is the system particularly sensitive to certain input values? 

• How are the boundaries of a data class isolated? 

• What data rates and data volume can the system tolerate? 

• What effect will specific combinations of data have on system operation? 

By applying black-box techniques, you derive a set of test cases that satisfy the 

following criteria [Mye79]: (1) test cases that reduce, by a count that is greater than 

one, the number of additional test cases that must be designed to achieve 

reasonable testing, and (2) test cases that tell you something about the presence or 

absence of classes of errors, rather than an error associated only with the specific 

test at hand. 

 

Graph-Based Testing Methods 

The first step in black-box testing is to understand the objects5 that are modeled in 

software and the relationships that connect these objects. Once this has been 

accomplished, the next step is to define a series of tests that verify “all objects have 

the expected relationship to one another” [Bei95]. Stated in another way, software 



testing begins by creating a graph of important objects and their relationships and 

 
then devising a series of tests that will cover the graph so that each object and 

relationship is exercised and errors are uncovered. To accomplish these steps, you 

begin by creating a graph—a collection of nodes that represent objects, links that 

represent the relationships between objects, node weights that describe the 

properties of a node (e.g., a specific data value or state behavior), and link weights 

that describe some characteristic of a link. The symbolic representation of a graph 

is shown in Figure 18.8a. Nodes are represented as circles connected by links that 

take a number of different forms. A directed link (represented by an arrow) 

indicates that a relationship moves in only one direction. A bidirectional link, also 

called a symmetric link, implies that the relationship applies in both directions. 

Parallel links are used when a number of different relationships are established 

between graph nodes. As a simple example, consider a portion of a graph for a 

word-processing application (Figure 18.8b) where 

Object #1 _ newFile (menu selection) 

Object #2 _ documentWindow 

Object #3 _ documentText 

Referring to the figure, a menu select on newFile generates a document window. 

The node weight of documentWindow provides a list of the window attributes that 

are to be expected when the window is generated. The link weight indicates that 

the window must be generated in less than 1.0 second. An undirected link 

establishes a symmetric relationship between the newFile menu selection and 

documentText, and parallel links indicate relationships between documentWindow 



and documentText. In reality, a far more detailed graph would have to be generated 

as a precursor to test-case design. You can then derive test cases by traversing the 

graph and covering each of the relationships shown. These test cases are designed 

in an attempt to find errors in any of the relationships. Beizer [Bei95] describes a 

number of behavioral testing methods that can make use of graphs: 

Transaction flow modeling. The nodes represent steps in some transaction (e.g., 

the steps required to make an airline reservation using an online service), and the 

links represent the logical connection between steps (e.g., flightInformationInput is 

followed by validationAvailabilityProcessing). The data flow diagram can be used 

to assist in creating graphs of this type. 

Finite state modeling. The nodes represent different user-observable states of the 

software (e.g., each of the “screens” that appear as an order entry clerk takes a 

phone order), and the links represent the transitions that occur to move from state 

to state (e.g., orderInformation is verified during inventoryAvailabilityLook- up 

and is followed by customerBillingInformation input). The state diagram (Chapter 

7) can be used to assist in creating graphs of this type 

 

Data flow modeling. The nodes are data objects, and the links are the 

transformations that occur to translate one data object into another. For example, 

the node FICA tax withheld (FTW) is computed from gross wages (GW) using the 

relationship, FTW _ 0.62 _ GW. Timing modeling. The nodes are program objects, 

and the links are the sequential connections between those objects. Link weights 

are used to specify the required execution times as the program executes. A 

detailed discussion of each of these graph-based testing methods is beyond the 

scope of this book. If you have further interest, see [Bei95] for a comprehensive 

coverage. 

 

Equivalence Partitioning 

Equivalence partitioning is a black-box testing method that divides the input 

domain of a program into classes of data from which test cases can be derived. An 

ideal test case single-handedly uncovers a class of errors (e.g., incorrect processing 

of all character data) that might otherwise require many test cases to be executed 

before the general error is observed. 

Test-case design for equivalence partitioning is based on an evaluation of 

equivalence classes for an input condition. Using concepts introduced in the 

preceding section, if a set of objects can be linked by relationships that are 

symmetric, transitive, and reflexive, an equivalence class is present [Bei95]. An 

equivalence class represents a set of valid or invalid states for input conditions. 

Typically, an input condition is either a specific numeric value, a range of values, a 



set of related values, or a Boolean condition. Equivalence classes may be defined 

according to the following guidelines: 

1. If an input condition specifies a range, one valid and two invalid equivalence 

classes are defined. 

2. If an input condition requires a specific value, one valid and two invalid 

equivalence classes are defined. 

3. If an input condition specifies a member of a set, one valid and one invalid 

equivalence class are defined. 

4. If an input condition is Boolean, one valid and one invalid class are defined. By 

applying the guidelines for the derivation of equivalence classes, test cases for each 

input domain data item can be developed and executed. Test cases are selected so 

that the largest number of attributes of an equivalence class are exercised at once. 

 

Boundary Value Analysis 

A greater number of errors occurs at the boundaries of the input domain rather than 

in the “center.” It is for this reason that boundary value analysis (BVA) has been 

developed as a testing technique. Boundary value analysis leads to a selection of 

test cases that exercise bounding values. Boundary value analysis is a test-case 

design technique that complements equivalence partitioning. Rather than selecting 

any element of an equivalence class, BVA leads to the selection of test cases at the 

“edges” of the class. Rather than focusing solely on input conditions, BVA derives 

test cases from the output domain as well [Mye79]. Guidelines for BVA are similar 

in many respects to those provided for equivalence partitioning: 

1. If an input condition specifies a range bounded by values a and b, test cases 

should be designed with values a and b and just above and just below a and b.  

2. If an input condition specifies a number of values, test cases should be 

developed that exercise the minimum and maximum numbers. Values just above 

and below minimum and maximum are also tested. 

3. Apply guidelines 1 and 2 to output conditions. For example, assume that a 

temperature versus pressure table is required as output from an engineering 

analysis program. Test cases should be designed to create an output report that 

produces the maximum (and minimum) allowable number of table entries. 

4. If internal program data structures have prescribed boundaries (e.g., a table has a 

defined limit of 100 entries), be certain to design a test case to exercise the data 

structure at its boundary. 

Most software engineers intuitively perform BVA to some degree. By applying 

these guidelines, boundary testing will be more complete, thereby having a higher 

likelihood for error detection. 

 

 



OBJECT-ORIENTED TESTING METHODS 

The architecture of object-oriented software results in a series of layered 

subsystems that encapsulate collaborating classes. Each of these system elements 

(subsystems and classes) performs functions that help to achieve system 

requirements. It is necessary to test an OO system at a variety of different levels in 

an effort to uncover errors that may occur as classes collaborate with one another 

and subsystems communicate across architectural layers. 

Test-case design methods for object-oriented software continue to evolve. 

However, an overall approach toOOtest-case design has been suggested by Berard 

[Ber93]:  

1. Each test case should be uniquely identified and explicitly associated with the 

class to be tested. 

2. The purpose of the test should be stated. 

3. A list of testing steps should be developed for each test and should contain: 

a. A list of specified states for the class that is to be tested 

b. A list of messages and operations that will be exercised as a consequence of the 

test 

c. A list of exceptions that may occur as the class is tested 

d. A list of external conditions (i.e., changes in the environment external to the 

software that must exist in order to properly conduct the test) 

e. Supplementary information that will aid in understanding or implementing the 

test Unlike conventional test-case design, which is driven by an input-process-

output view of software or the algorithmic detail of individual modules, object-

oriented testing focuses on designing appropriate sequences of operations to 

exercise the states of a class. 

 

Applicability of Conventional Test-Case Design Methods 

The white-box testing methods can be applied to the operations defined for a class. 

Basis path, loop testing, or data flow techniques can help to ensure that every 

statement in an operation has been tested. However, the concise structure of many 

class operations causes some to argue that the effort applied to white-box testing 

might be better redirected to tests at a class level. Black-box testing methods are as 

appropriate for OO systems as they are for systems developed using conventional 

software engineering methods  

 

Fault-Based Testing 

The object of fault-based testing within an OO system is to design tests that have a 

high likelihood of uncovering plausible faults. Because the product or system must 

conform to customer requirements, preliminary planning required to perform 



faultbased testing begins with the analysis model. The tester looks for plausible 

faults (i.e., aspects of the implementation of the system that may result in defects). 

To determine whether these faults exist, test cases are designed to exercise the 

design or code. Of course, the effectiveness of these techniques depends on how 

testers perceive a plausible fault. If real faults in an OO system are perceived to be 

implausible, then this approach is really no better than any random testing 

technique. However, if the analysis and design models can provide insight into 

what is likely to go wrong, then fault-based testing can find significant numbers of 

errors with relatively low expenditures of effort. 

Integration testing looks for plausible faults in operation calls or message 

connections. Three types of faults are encountered in this context: unexpected 

result, wrong operation/message used, and incorrect invocation. To determine 

plausible faults as functions (operations) are invoked, the behavior of the operation 

must be examined. Integration testing applies to attributes as well as to operations. 

The “behaviors” of an object are defined by the values that its attributes are 

assigned. Testing should exercise the attributes to determine whether proper values 

occur for distinct types of object behavior. 

It is important to note that integration testing attempts to find errors in the client 

object, not the server. Stated in conventional terms, the focus of integration testing 

is to determine whether errors exist in the calling code, not the called code. The 

operation call is used as a clue, a way to find test requirements that exercise the 

calling code. 

 

Scenario-Based Test Design 

Fault-based testing misses two main types of errors: (1) incorrect specifications 

and (2) interactions among subsystems. When errors associated with an incorrect 

specification occur, the product doesn’t do what the customer wants. It might do 

the wrong thing or omit important functionality. But in either circumstance, quality 

(conformance to requirements) suffers. Errors associated with subsystem 

interaction occur when the behavior of one subsystem creates circumstances (e.g., 

events, data flow) that cause another subsystem to fail. Scenario-based testing 

concentrates on what the user does, not what the product does. This means  

apturing the tasks (via use cases) that the user has to perform and then applying 

them and their variants as tests. Scenarios uncover interaction errors. But to 

accomplish this, test cases must be more complex and more realistic than fault-

based tests. Scenario-based testing tends to exercise multiple subsystems in a 

single test (users do not limit themselves to the use of one subsystem at a time). 

 

Random Testing for OO Classes 

To provide brief illustrations of these methods, consider a banking application in 



which an Account class has the following operations: open(), setup(), deposit(), 

withdraw(), balance(), summarize(), creditLimit(), and close() [Kir94]. Each of 

these operations may be applied for Account, but certain constraints (e.g., the 

account must be opened before other operations can be applied and closed after all 

operations are completed) are implied by the nature of the problem. Even with 

these constraints, there are many permutations of the operations. The minimum 

behavioral life history of an instance of Account includes the following operations: 

open•setup•deposit•withdraw•close 

This represents the minimum test sequence for account. However, a wide variety 

of other behaviors may occur within this sequence: 

open•setup•deposit•[deposit|withdraw|balance|summarize|creditLimit]n•withdraw•

close A variety of different operation sequences can be generated randomly. For 

example: Test case r1: 

open•setup•deposit•deposit•balance•summarize•withdraw•close 

Test case r2: 

open•setup•deposit•withdraw•deposit•balance•creditLimit•withdraw•close These 

and other random order tests are conducted to exercise different class instance life 

histories. 

 

Partition Testing at the Class Level 

Partition testing reduces the number of test cases required to exercise the class in 

much the same manner as equivalence partitioning (Chapter 18) for traditional 

software. Input and output are categorized and test cases are designed to exercise 

each category. But how are the partitioning categories derived? State-based 

partitioning categorizes class operations based on their ability to change the state 

of the class. Again considering the Account class, state operations include deposit() 

and withdraw(), whereas nonstate operations include balance(), summarize(), and 

creditLimit(). Tests are designed in a way that exercises operations that change 

state and those that do not change state separately. Therefore, Test case p1: 

open•setup•deposit•deposit•withdraw•withdraw•close 

Test case p2: open•setup•deposit•summarize•creditLimit•withdraw•close 

Test case p1 changes state, while test case p2 exercises operations that do not 

change state (other than those in the minimum test sequence). Attribute-based 

partitioning categorizes class operations based on the attributes that they use. For 

the Account class, the attributes balance and creditLimit can be used to define 

partitions. Operations are divided into three partitions: (1) operations that use 

creditLimit, (2) operations that modify creditLimit, and (3) operations that do not 

use or modify creditLimit. Test sequences are then designed for each partition. 

Category-based partitioning categorizes class operations based on the generic 



function that each performs. For example, operations in the Account class can be 

categorized in initialization operations (open, setup), computational operations 

(deposit, withdraw), queries (balance, summarize, creditLimit), and termination 

operations (close). 

 

INTERCLASS TEST-CASE DESIGN 

Test-case design becomes more complicated as integration of the object-oriented 

system begins. It is at this stage that testing of collaborations between classes must 

begin. To illustrate “interclass test-case generation” [Kir94], we expand the 

banking example to include the classes and collaborations. The direction of the 

arrows in the figure indicates the direction of messages, and the labeling indicates 

the operations that are invoked as a consequence of the collaborations implied by 

the messages. Like the testing of individual classes, class collaboration testing can 

be accomplished by applying random and partitioning methods, as well as 

scenario-based testing and behavioral testing. 


